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Diplomacy with Chinese Characteristics: PRC Consulate Gray Zone
‘Pop-up’ Events in New York and Beyond

PRC Consul General Huang Ping (seated, left) conducts a consular service event at an adult day care center
in Flushing, New York (Source: PRC Consulate General PRC in New York, March 12)

Executive Summary

e The Consulates General of the People’s Republic of China (PRC) in New York, San Francisco, and Chicago
have been conducting gray zone “pop-up” consular service events across the United States under the
initiative “Bringing Consular Services into the Community,” often at non-diplomatic facilities. These events
provide consular services such as passport renewals and document processing, but their legality remains
questionable due to possible violations of international law.

e These events likely serve as platforms for the PRC’s broader political influence operations, potentially
gathering intelligence on Chinese diaspora communities and mobilizing them for future operations,
including political activities. The events have been co-hosted by community organizations with links to the
CCP’s united front system, raising concerns about data handling and surveillance.

e The events may also align with the PRC’s broader strategy of influence and electoral interference in the
United States, targeting districts with substantial Chinese American populations and potentially mobilizing
community support for specific candidates and political agendas.

e Online propaganda campaigns, coordinated across Chinese and Western social media platforms,
accompany the events as part of a gray zone approach to cognitive warfare.


http://newyork.china-consulate.gov.cn/lghd/202403/t20240313_11259917.htm
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Consulates General of the People’s Republic of China (PRC) in New York, San Franciso, and Chicago have
been organizing a series of gray zone events providing consular services in the form of “pop-ups” at non-
designated diplomatic facilities across the United States. [1] Under an initiative referred to as “Bringing
Consular Services into the Community (§135 ik 551741 X),” these events typically last anywhere from a few

hours to a full day and offer services such as passport renewal and the issuing of travel documents to PRC
citizens. Over 90 have been hosted across the country, with more than 80 organized by the New York
consulate, which has run events in 15 cities across 7 states since 2016. The venues for these events are
wide-ranging. Some have taken place in clubhouses, university classrooms, and elderly centers, while others
have been hosted in the offices of community associations, shopping malls, and restaurants. [2]

The legality of the pop-ups is unclear. Since the venues for these events are not located at designated
facilities that enjoy extraterritorial protections for providing consular services, the PRC would likely require the
consent of the US Government to conduct them. If they were not accredited by the host country, Beijing is
likely violating international law. [3] Even if these events have been authorized by the US Government, the
evidence suggests that they have exceeded the remit of providing consular services by also providing
platforms for political activities. It is also possible that these events have enabled the PRC to conduct
influence operations (I0s) and lay the groundwork for electoral influence and other activities while
strengthening their capacity for overseas political mobilization.

Figure 1: The distribution map of the locations of pop-up events from 2016 to 2024. This map only includes
events organized by the PRC Consulate General in New York.
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The US government has announced that it is aware of PRC activities that are seeking to influence congressional
races and candidates in the country’s November elections (US Department of State, October 7). It has not stated
whether it is aware of the penetration of Chinese Communist Party (CCP) officials directly into local communities via
consular “pop-up” events. These events are often co-hosted with organizations connected to the CCP’s united front
system, some of which appear to have been involved in influencing previous election races (US China Press, July
31, 2023).

These apparently innocuous events can be seen as part of a broader strategy by the PRC that uses gray
zone tactics to disrupt existing diplomatic and legal practices and create new norms. The increase in
frequency of events under this consular initiative indicates a gradual institutionalization and intensification of
the PRC’s preexisting extraterritorial law enforcement efforts. Like other gray zone operations conducted by
the PRC, these consular services events challenge the international rules-based order but do so under the
threshold that would provoke major diplomatic retaliation. This is crucial to the PRC’s hybrid warfare
strategies.

Eight Years of Community Penetration

In the United States, there are five recognized traditional PRC foreign missions. These are the PRC
Embassy, located in Washington, DC, and four recognized consulates in New York, Chicago, San Francisco,
and Los Angeles (US Department of State, May 21, 2021). Over the last eight years, the PRC’s consulates
have made efforts to engage with local Chinese diaspora communities under an initiative called “Bringing
Consular Services into the Community (%155 ik 551341 [X).”

The New York Consulate General has apparently been a pioneer of these pop-up events. In 2024 alone, it
has hosted at least 27 events in various parts of New York City, Boston (Massachusetts), Philadelphia and
Pittsburgh (Pennsylvania), Cleveland and Cincinnati (Ohio), Pawtucket (Rhode Island), and Metuchen and
Cedar Knolls (New Jersey) (see Appendix, Table 1). The events themselves have taken place in venues that
range from clubhouses, university classrooms, and elderly centers, to associations’ offices, shopping malls,
and restaurants. The first pop-up event in 2024 took place at an adult day care center in Flushing, New York,
on March 12. At the session, PRC Consul General Huang Ping (£ /5%), and his deputy Wu Xiaoming (= F¢
BA), personally processed passport applications, renewals, and “overseas residents pension qualification
verifications” for overseas Chinese (PRC Consulate General in New York; March 6, March 12). From April
15-20, 2024, Deputy Consul General Wu Xiaoming (=< RB) also led a working group from the New York
consulate that hosted four sessions providing consular services for PRC nationals. These took place in New
York, Ohio (2 days), and Pennsylvania. The events took place in a University classroom, the Union Center

Pavilion, a retirement home, and a Chinese restaurant, respectively (PRC Consulate General in New York,
April 9).

The initiative “Bringing Consular Services into the Community” under which these events have taken place
appears to date back as early as January 2016. The official name of the first documented “consular service”
event was “Bringing Services to the Overseas Chinese Association (3% i 5513 77 #1).” During that event,

former PRC Consul General in New York Zhang Qiyue (Z= /5 B ) led a team in Brooklyn providing on-site


https://www.state.gov/briefings-foreign-press-centers/2024-elections-fpc/30-day-election-security-update-from-intelligence-community
https://www.uschinapress.com/static/content/HS/2023-08-01/1135916376499040256.html
https://www.state.gov/u-s-relations-with-china/
http://newyork.china-consulate.gov.cn/tzgg/202403/t20240306_11254242.htm
http://newyork.china-consulate.gov.cn/tzgg/202403/t20240312_11257762.htm
http://newyork.china-consulate.gov.cn/tzgg/202404/t20240409_11278122.htm
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services for overseas Chinese. These included pension audit verification applications, and both consultations
on and applications for passports and visas (WeChat/PRC Consulate General in New York, January 25,
2016). In February 2017, the New York consulate launched “consular services month.” Spanning February 7-
April 8, this involved a series of 30 “Bringing Consular Services into the Community” events organized with
the help of 19 “overseas Chinese cooperation associations (& {E{#H1)” and over 300 “volunteers (758 &)"

(WeChat/PRC Consulate General in New York, April 21, 2017).

Figure 2: Deputy Consulate General Wu Xiaoming at the consular service pop-up event in a classroom in
Capen Hall at the State University of New York at Buffalo on Apr|I 20.
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(Source: PRC Consulate General in New York, April 22)



https://mp.weixin.qq.com/s/YspTKHq_M7_BXbvw3JLIzQ
https://mp.weixin.qq.com/s/uhnIJML_W4vyqvi5eDw4eQ
https://mp.weixin.qq.com/s/vQAwlbUchTWvrCxI5qMacw
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The success of these early events has led the consulate to host pop-up events with more regularity. As it has
done so, the scope of the services provided has expanded. Now, beyond services catering to retired PRC
citizens such as the “overseas residents pension qualification verification” application, more formal consular
services such as passport renewal and the issuing of travel documents are also offered to PRC nationals
more generally. The services have also expanded in scale, taking place across a number of different states
within the New York consulate’s consular district (PRC Embassy to the United States, June 29).

Pop-Ups Align with Party Policies

The motivations for the initiative can be traced back to Party documents and high-level speeches. This
includes directives found in the work reports CCP Chairman Xi Jinping delivered to the 19th and 20th Party
Congresses that have sought to enhance the well-being of and strengthen ties with overseas Chinese
communities (Xinhua, October 27, 2017; Gov.cn, October 25, 2022). The initiative is also a manifestation of
the concept of “people-centered diplomacy (7h3Z 3 E&)” (PRC Consulate-General in Chicago, March 3,
2017; Xinhua, December 9, 2023). As articulated by Xi, people-centered diplomacy entails “actively
expanding the work of overseas Chinese affairs,” “safeguarding the security, legitimate rights, and interests of
overseas Chinese,” and making Chinese citizens “feel the strength and the warmth of their motherland, as

well the dignity and honor of being Chinese (it FE/AR AR Z e R ZRHEENHESE

BE, B2 EANE™E5ZE#)" no matter where they are (People’s Daily, December 30, 2023;
China’s Diplomacy in the New Era, accessed July 9).

In addition to PRC consulates, the main bodies tasked with executing the initiative are associations and
“volunteers” affiliated with the United Front Work Department (UFWD) and the All-China Federation of
Returned Overseas Chinese (ACFROC)—organizations that are central to CCP strategies targeting the
Chinese diaspora. [4] According to Party literature, united front strategies include “using the legal to mask the
llegal (F| & ER¥EIFIEE, &5 53EXI5254)" and other principles such as building networks for
“nestling intelligence within the united front (B &3 T4tk &))" and “using the united front to drive
intelligence (I %%+ 50154R)" (People’s Daily, November 18, 2020).

It follows from this that PRC officials and affiliated organizations may be using the pop-up events for more
than their explicit function of providing consular services. Namely, the events could serve as cover for
expanded influence operations (I0s) within Chinese American communities. For the PRC, pop-ups offer
several benefits. By actively going into local communities, the consulates can extend their reach far beyond
what they would by only providing services within their designated consular offices. This is especially the
case for people who might hesitate to visit a consulate due to the prospect of long-distance travel or the non-
urgent status of renewing documentation (if, for instance, that person has no plans to travel overseas). The
pop-ups also seem to fly under the radar of local law enforcement, which allows them to operate with relative
freedom. They are cost-effective, too, as they leverage the capacity of the consulates’ cohosts, which are
usually CCP-affiliated organizations. Cohosting with community organizations also provides the PRC with
direct access into the communities themselves.


http://us.china-embassy.gov.cn/eng/zytz/202406/t20240629_11444432.htm
http://www.xinhuanet.com/politics/19cpcnc/2017-10/27/c_1121867529.htm
https://www.gov.cn/zhuanti/zggcddescqgdbdh/sybgqw.htm?eqid=d264238f0003031c000000026459b09f
http://chicago.china-consulate.gov.cn/ywzn/qw/201703/t20170303_5493977.htm
http://www.news.cn/world/2023-12/09/c_1130017628.htm
http://politics.people.com.cn/n1/2023/1230/c1024-40149761.html
http://cn.chinadiplomacy.org.cn/2023-08/04/content_97739271.shtml
http://zhouenlai.people.cn/n1/2020/1118/c409117-31935463.html
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There are several ways in which these pop-ups might provide opportunities for gathering intelligence on
diaspora communities in the United States. An explicit feature of the events is to process documents and
applications for documents for PRC citizens. The extensive reach into local communities that they provide
enables the PRC government to gather personal data and information on overseas citizens much more
effectively than they do with other events, such as gatherings or rallies organized by overseas Chinese
cooperation associations or cultural and business organizations. Personal information might include people’s
immigration status—for instance, what visa they might be on, whether they are permanent residents, or if
they are American citizens. This information would be useful to the PRC, as it can be used, among other
things, to identify citizens for possible future operations such as election interference activities.

In addition, cohosting events with community organizations raises the possibility of mishandling private
information. At the consular services events, members of associations act as “volunteers” whose
responsibilities include “helping to fill out forms” that include applicants’ personal information. In some
instances, applicants are required to pick up their approved or completed forms at these associations’
addresses at a later date (\WeChat/PRC Consulate General in New York, March 15, 2019). This unusual
approach to the handling of personal data opens the door to intelligence gathering and the surveillance of
former PRC residents. This could advance Beijing’s broader transnational repression and repatriation
campaigns, as has been noted in the case of the PRC’s overseas police stations (Canada National Security
and Intelligence Committee of Parliamentarians, June 3).

Figure 3: A consular service pop-up event at a Chinese restaurant in New York on Feb 23, 2017

\ 4 e

(Source: PRC Consulate General in New York, February 24, 2017)



https://mp.weixin.qq.com/s/iE8Yve-AL4NDHieryIiZ4A
https://www.nsicop-cpsnr.ca/reports/rp-2024-06-03/special-report-foreign-interference.pdf
https://www.nsicop-cpsnr.ca/reports/rp-2024-06-03/special-report-foreign-interference.pdf
https://mp.weixin.qq.com/s/jTGZaSXNJbVuvr0vqRp8yQ
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Figure 4: A consular service pop-up event at a shopping mall in Ohio on March 15, 2017

(Source: PRC Consulate General in New York, March 20, 2017)

The pop-ups could also provide an avenue for the PRC to shape the domestic politics of the United States in
ways that align with its own interests. Cross-referencing the precise addresses of nearly all of the pop-ups
with electoral district maps indicates two things. First, pop-ups tend to occur in constituencies that are home
to substantial Chinese American populations. Second, they tend to occur in separate constituencies. For
instance, of the 11 sessions hosted in New York State between March and July 2024, most were hosted in
distinct congressional, senate, and assembly districts. The only exception was the city’s Chinatown, a
constituency with a large Chinese American population, where three of the events were hosted. This
suggests that the pop-ups could provide a basis for mobilizing people to support specific candidates running
for seats at various levels of government (See Appendix, Table 2).

Pop-up Cohosts’ Links to the Party-State

The consulates general usually cohost pop-up events alongside local community organizations. The Fujian
Association In USA (EE 8 <1E), for instance, often provides support for the New York consulate’s

events. According to an announcement by the consulate, an event on May 9 was hosted at the association’s
address, though the name of the association itself was not included (PRC Consulate General in New York,
May 1). [3] The involvement of this association’s members can be confirmed, however, by identifying them in
photos from the event (World Journal, May 14; The USA Hall of Fame, May 14).

Many of these organizations already have links to the united front system. The Fujian Association In USA
allegedly has ties with the Fujian Province Federation of Returned Overseas Chinese (182 & I3 [E £ 457 Bx

&%), a provincial-level branch of ACFROC. The association’s president, Chen Zhao-yin (FxFE4R), led a
delegation to visit municipal-level ACFROC in Fuzhou in April 2023 where they met with Lin Gaoxing (AR5
£), a PRC official who is also the chairman of the Fuzhou Federation of Returned Overseas Chinese
(Chinagw, April 20, 2023). [5]


https://mp.weixin.qq.com/s/RgTCla9jshHw-4Y0120bBA
http://newyork.china-consulate.gov.cn/tzgg/202405/t20240501_11292007.htm
https://www.worldjournal.com/wj/story/121390/7962095?zh-cn
https://usfames.com/2024/4885
https://www.chinaqw.com/qwxs/2023/04-20/356652.shtml
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Organizations that have participated in the pop-ups have also engaged in election-related activities in the
United States. For example, on March 22, 2023, the New York-based American Association of Cantonese
(AT FNAZ) co-hosted a session endorsing Susan Zhuang (3 3C't8), a city council candidate for
Brooklyn’s 43rd District. At the event—one of two held in early 2023 for this purpose—the organizers claimed
that they would be “sending a team of volunteers to help her win the final victory (3% Jx 4 X T F Bhi% it &,

5 ... & BEF]) in the election (US China Press, July 31, 2023). The association, as well as its president

Luo Shaoling (%' /1>4), appears to have a close relationship with entities affiliated with the PRC Party-state.
In November 2023, the group led a delegation to meet with Li Feng (Z==E), the chairman and Party secretary

of the Guangdong Federation of Returned Overseas Chinese, a CCP organization that is part of the united
front system (Guangdong Province Federation of Returned Overseas Chinese, November 23, 2023).

These organizations have also engaged in other activities that align with the interests of the CCP and the
objectives of the united front. In August 2023, for instance, the Fujian Association In USA organized a protest
against the visit of the then-Vice President of Taiwan Lai Ching-te (%&;5Z) to New York (US China Press,

August 14, 2023).

Figure 5: Consular service pop-up event at the Fujian Association in USA in New York on May 9
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(Source: The USA Hall of Fame, May 14)

Other organizations that participate in the pop-ups are affiliated with Beijing’s Ministry of Public Security
(MPS). For example, the US Department of Justice (DOJ) in April 2023 charged two men with “conspiring to
act as agents of the PRC government as well as obstructing justice by destroying evidence of their
communications with an MPS official” (US Department of Justice, April 17, 2023). One of the men, Lu



https://www.uschinapress.com/static/content/HS/2023-08-01/1135916376499040256.html
http://www.gdql.org.cn/hudt/sqlyw/content/post_1154175.html
https://www.uschinapress.com/static/content/HS/2023-08-14/1140642235504013312.html
https://usfames.com/2024/4885
https://www.justice.gov/usao-edny/pr/two-individuals-arrested-operating-undeclared-police-station-chinese-government
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Jianwang (/S #EHT), is co-president of the Fukien Benevolent Association of America (18226 2 ).

According to the DOJ’s press release, Lu was acting under the direction and control of the MPS official and
helped open and operate the first known overseas police station in the United States on behalf of the Fuzhou
branch of the MPS. On March 12, 2024, long after the charges were made, the Fukien Benevolent
Association of America participated in a “Bringing Consular Services into the Community” event organized by
the New York consulate.

Figure 6: The Fujian Association in USA (3£ E$gE < {E) participates in a counterprotest against the visit of
n La| Chmg -Te to New York on August 13 2023

the then-Vice Presidenﬂt of Tai‘

; a Ol Y AP
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(Source: US China Press, Auust 14, 2023)

Online Influence Operations Reinforce Consular Events and Xi Jinping’s Ideological Campaign

Much of the activity surrounding these consular events occurs in the digital domain. Increased activity is
found before and after pop-up events, usually coordinated across Chinese and Western social media
platforms and between official accounts and those of state-affiliated media. Online content serves two
purposes. One is informational, to broadcast general information about the events themselves for potential
attendees and to document their execution. The other is to propagandize on behalf of the Party-state. Two
narrative frames recur throughout the content posted about the pop-up events: The characterization of the


https://www.uschinapress.com/static/content/HS/2023-08-14/1140642235504013312.html
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consular officials—and, by extension, the CCP—as benevolent and willing to go above and beyond for its
citizens, and of those citizens as grateful, in turn, to the “motherland” for taking care of their needs.

Consular service activities organized by the PRC’s consulates general in the United States often coincide with
broader propaganda work, both on-site at the events and through social media campaigns from the consulates
themselves. The PRC consulate general in New York, for instance, publishes regularly on its WeChat account both
before and after the events that it runs. For instance, in March 2024, at the first consular service event of the year,
Consul General Huang Ping delivered a speech highlighting the consulate’s efforts in organizing the event series.
He stated that the events exemplify Beijing’s commitment to “serving the people” and that he and the New York
consulate will always strive to enhance the “sense of accomplishment and happiness” of overseas Chinese people
(WeChat/PRC Consulate General in New York, March 12). Rhetoric of this nature has long been used by PRC
diplomats overseas. New York’s previous consul general Zhang Qiyue also made a speech elaborating on the
CCP’s 19th National Congress in October 2017—stressing the consulate’s commitment to people-centered
diplomacy and to improving consular services for overseas Chinese people (WeChat/PRC Ministry of Foreign
Affairs, November 10, 2017). Through direct engagement from consuls general, pop-up consular service events are
intended to project a positive image of the PRC and convince Chinese Americans that they are closer to Beijing
than Washington.

Chinese social media platforms such as WeChat and Weibo disseminate information that supports, and at
times enhances, the rhetoric of the consuls general, using language that frames the PRC as providing
“caring” services that seek to be “convenient” for their target audience. Such messaging aims to increase the
sense of belonging among overseas Chinese and to instill in them a sense of patriotism, or even nationalism.
Xi Jinping has repeatedly emphasized that united front work focuses on uniting all who can be united by
strengthening common ideologies, with the goal of developing the “broadest patriotic united front to
accomplish the China dream (5 3= B9 & E % — ik 2k 52 I0 F E )" (People’s Daily, May 20, 2015).
[6] Through their outreach into local diasporic communities, the PRC consulates general conduct political
work, promoting Xi Jinping’s language about “national rejuvenation” to influence perceptions of the PRC and
strengthening their presence within the Chinese diasporic communities in America.

An article published by the official WeChat account of the PRC consulate general in San Francisco used
glowing terms to portray a trip to Seattle to host a “Bringing Consular Services into the Community (47 55 A
%541 X)” event over a weekend in October, 2023 (WeChat/PRC Consulate General in San Francisco,
October 17, 2023). [7] After detailing the consular services provided, the article valorized the consular
officials and depicted the attending local Chinese community, who ranged from 95-year-old pensioners to
one-month-old babies, as full of admiration for their work. It claimed the Chinese community was “grateful (/%

)" for the consulate’s efforts to “send staff from afar and use their weekend to provide consular service (i
TEARIZETR, FABEKRLE HEFIME),” whie emphasizing how “convenient ({E4)” the
consulate staff made the process and how “warm and considerate (#v{5 & £I|)” they were. The article
finished by describing how the residents sincerely felt the “love and care (30> % )" of their “motherland
(country of citizenship) (*H(£8) = ).”


https://archive.ph/IPBoZ
https://archive.ph/xAFgJ
https://archive.ph/xAFgJ
https://archive.ph/QiC7G
https://archive.is/NSopG
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Figure 7: Screenshot of the WeChat article published by the Chinese Consulate General in San Francisco,
titled “Consulate General in San Francisco hosts ‘Bringing Consular Services to the Community’ Event in
Seattle”
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(Source: PRC Consulate General in San Francisco, October 17, 2023)

Online Networks Coordinate to Amplify Propaganda

Articles such as those highlighted above are effectively propaganda pieces about consular pop-up events.
Not only are they frequently posted by the PRC consulates’ WeChat accounts, but they are also cross-posted
to other social media platforms, including Western platforms such as Facebook and YouTube, which are
popular among some diasporic communities. Entities involved in amplifying these influence operations range
from Chinese state media’s official accounts and gray media to organizations with alleged ties to PRC state
entities.

The Pittsburgh Chinese Cultural Center, for instance, shared the details of an upcoming consular service
event on Facebook, X (formerly Twitter), and LinkedIn on April 9, 2024 (Facebook.com/pghccc,
X.com/Pghccc; linkedin.com/pgh-chinese-cultural-center, April 9). The close time intervals between this post
and the official launch post by the consulate general suggest potential coordination between the two
organizations (PRC Consulate General in New York, April 9). This possibility is made more likely by the fact
that the chairman of the Pittsburgh Chinese Cultural Center, Dave Jiao (£ R ), appears to have a close

relationship with the New York consulate. During the COVID-19 pandemic, Mr. Jiao’s contact details were



https://mp.weixin.qq.com/s/YRFraOi5_ciso3qT6XA0Qw
https://archive.ph/msTcs
https://archive.is/8dpcb
https://archive.is/MKIPB
https://archive.ph/wmJIG
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shared by the consulate for “assisting overseas Chinese students” (Pittsburgh Chinese Cultural Center,
accessed September 14; WeChat/PRC Consulate General in New York, April 1, 2020).

Coordination of this kind is made even more likely when considering the broader pattern of cross-posting—a
common tactic in online influence operations that seeks maximum exposure of specific content to a target
audience. In these cases, content published by the consulates’ official channels is cross-posted to other
platforms, including Western ones such as Facebook and YouTube. Cross-posted content is not confined to
the consulates’ official accounts: it also occurs via other entities. One such example is the social media
presence of China DragonTV (Z= 77 T21), an entity under the direct control of the state-owned Shanghai

Media Group (_E7# BB S) (SMG, accessed July 19).

Figure 8: LinkediIn (left) and Facebook (right) Posts by the Pittsburgh Chinese Cultural Center
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On December 12, 2023, China DragonTV published a video titled “The Chinese Consulate General in New
York’s ‘Bringing Consular Services to the Community’ event has provided services to over 2,000 overseas
Chinese this year, and the expatriates have praised it warmly!” on both its Douyin account and its YouTube
channel (Douyin/China DragonTV; YouTube/China DragonTV, December 12, 2023). The video highlights an
event held the previous week in Ohio and includes an interview with New York Consul General Huang Ping



https://archive.ph/tneue
https://archive.ph/wmJIG
https://www.smg.cn/review/two/tv.html
https://archive.ph/msTcs
https://archive.is/MKIPB
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claiming that this form of people-centered diplomacy is very welcome, making the Chinese community “truly
feel” that “the motherland is right behind them and the consulate general is right beside them (B E £ {R &

f&, BRYUBFE{RED).” Soundbites from visitors featured in the clip praise the convenience of the
consular service, making them feel like “every Chinese person is being treated as a family member (244
A (FFH8) £8%4 p B © %< A)." These edited interviews are presented as vox pops that are representative

of the diasporic community more broadly, helping to advance the narrative that overseas Chinese people are
grateful to their benevolent motherland.

Figure 9: Screenshot of a video published by China Dragon TV on its YouTube Channel (left) and Douyin
account (right)
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(Source: YouTube/China Dragon TV; Douyin/China Dragon TV; December 12, 2023)

PRC state media outlets also move beyond simple cross-posting to provide supplemental coverage of the
consular events, representing an additional avenue for advancing PRC narratives in the United States. US
China Press ({553& /) is one such outlet. Founded by personnel from PRC state media China News Service

and the Overseas Chinese Office of the State Council in the early 1990s, it was originally conceived as an
effort to crack down on negative public opinion on Beijing after the Tiananmen Square massacre. [8] It is
currently managed by The China Press/Qiaobao (4374%), a news outlet controlled by the United Front Word

Department through PRC state media China News Service. [9] This affiliation is omitted on its social media
profiles, however. On TikTok, for instance, the US China Press describes itself as founded by 11 Chinese
Americans who immigrated from Mainland China, Taiwan, and Hong Kong (US China Press, accessed
September 19). The outlet has written extensively on the pop-up events, publishing 26 articles between
January 2019 and July 2024 highlighting these gray zone activities. The articles actively promote the consular
services by emphasizing the “friendly interaction (3£ )22 %) between consular officers and participants, the

“warm atmosphere (;RAEFI S 50)" of the events, and the positive feedback received from the Chinese


https://www.youtube.com/watch?v=6FM_8IwjJ10
https://www.douyin.com/video/7311613217648741672
https://archive.ph/UCete
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diasporic communities (US China Press; March 27, July 15). This messaging echoes the descriptions seen in
the consulates’ official characterizations of the pop-up events, further suggesting a degree of coordination.

In addition, the consulates’ apparent ability to coordinate between purportedly independent organizations and
media outlets to amplify specific information and propaganda narratives is an alarming sign of the PRC’s
growing efforts to interfere in—and gain more control over—Chinese diasporic communities through their
digital information environment.

Politicization of ‘Pop-ups’ as Peacetime Cognitive Domain Operations

Posts on social media platforms about the events generally have low viewership and engagement rates,
though this does not necessarily equate to impact. While these operations appear to primarily target overseas
Chinese people and hence may have limited reach among non-Chinese language speakers, their
implications on threatening national security and liberal democracy are far more profound beneath the
surface.

Constant messaging of this kind represents one tactic among a broader ideological campaign that intrudes
not only on foreign territories but also on diasporic communities’ cognitive sovereignty. Consistently framing
the PRC as a benevolent state that is looking out for its compatriots overseas is a tactic within the PRC’s
approach to peacetime cognitive warfare (China Brief, September 6, 2019). While nominally used to provide
consular services to local communities in the United States, the PRC intentionally politicizes these
bureaucratic processes through calculated moves to shape diasporic perceptions. This approach operates in
the gray zone, allowing nominally bureaucratic activities to serve as a medium for influence operations that
reinforce the CCP’s preferred narrative about the PRC. Part of the goal of this ideological push is to inculcate
a sense of loyalty to the nation, with the implicit assumption that the state’s benevolence will one day need to
be repaid through political mobilization.

As such, consular pop-up events should be viewed as part of the PRC’s wider use of hybrid tactics that erode
the legal norms and institutions established by its adversaries. The regular operationalization of the initiative,
in fact, represents an intensification of the PRC’s preexisting extraterritorial law enforcement efforts. Without
effective countermeasures, this is likely to continue and expand.

Conclusion

The PRC’s consulates general in the United States have, for at least eight years, run pop-up events across
the country that appear to contravene either international law, US domestic law, or both. It is unclear whether
the consulates have received approval from the US Department of State to run these events. Even if they
have done so, any authorization would strictly be limited to the provision of consular services. It appears,
however, that the pop-up events, which tend to be co-hosted with organizations with links to the CCP and its
united front system, have also served political purposes.

These “Bringing Consular Service into Community” pop-up events are likely a worldwide operation. Similar
events appear to have been conducted by local PRC consulates under the same initiative in Canada, the


https://archive.ph/yYPkM
https://archive.ph/ZEOKP
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United Kingdom, Hungary, Tanzania, Jamaica, and elsewhere. None of these seem to be on the same scale
as in the United States, however. While consulates’ gray zone activities in different countries may differ, they
all carry similar implications that constitute a far more problematic issue than their nominal function of
providing innocuous “consular services.”

These gray zone operations set a precedent for the PRC’s growing, pervasive efforts to extend its outreach and
exert control over the Chinese diaspora in external jurisdictions. Reinforced by Beijing’s influence operations on
social media, the pop-ups serve as a basis for broader ideological campaigns. The aim, as articulated by Xi Jinping,
is not only to influence public perceptions of the PRC but also to generate a “patriotic united front” for his dream of
“national rejuvenation.” Through these pop-up events, PRC diplomats are leveraging an asymmetric advantage,
exploiting open societies and vulnerabilities inherent in liberal democratic systems. Such tactics lie at the heart of
the PRC’s hybrid warfare strategy. Beijing’s gray zone operations challenge existing international norms and rules-
based order, yet under the threshold of a major diplomatic scandal.

Irregular activities of this nature may serve as peacetime united front operations to advance overseas political
mobilization capabilities. While the effectiveness of the events as opportunities for intelligence gathering is unclear,
these pop-up events enable the PRC to strengthen ties with overseas Chinese communities. In doing so, they can
explore approaches to better coordinate and mobilize for future operations—including kinetic operations—all in the
name of “diplomacy for the people.”

Sze-Fung Lee is an independent researcher specializing in Chinese hybrid warfare, including Foreign
Information Manipulation and Interference (FIMI), Grand Strategy, Nuclear Proliferation, Gray Zone Tactics,
and Cognitive Warfare. Zir research also focuses on Indo-Pacific security policy, challenges posed by
emerging technologies, and the politics of Hong Kong.
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Notes

[1] A note on methodology. This report leverages Open-Source Intelligence techniques (OSINT), examining
publicly available data from websites and social media platforms collected between January 1, 2016, and
September 7, 2024. A combination of social media monitoring and off-the-shelf tools were used to collect
publicly available data for the case studies. This timeframe was selected to capture the most relevant case
studies since the launch of the initiative. Analysis of the collected data identifies strategies deployed, trends
and patterns, and attributions of the influence operations.

[2] The full list of events organized by the PRC Consulates General in New York, San Francisco, Chicago,
and more from 2016 to 2024 may be shared upon request to the author.

[3] The Vienna Convention on Consular Relations states that “the prior express consent of the receiving
State shall also be required for the opening of an office forming part of an existing consular post elsewhere
than at the seat thereof” (International Law Commission, 2005).

[4] ACFROC is the principal united front organization that is tasked with influencing ethnic Chinese overseas.
See Joske, Alex. (2020). “The party speaks for you: Foreign interference and the Chinese Communist Party’s
united front system.” Australian Strategic Policy Institute. Available at: https://www.aspi.org.au/report/party-

speaks-you.

[5] Lin appears to be also the former Deputy Director of the Fuzhou Municipal Bureau of the Ministry of
Industry and Information Technology (&M /1 L\ #0115 B 1k F &l /F 1<) and Deputy County Mayor of the
Luoyuan County People’s Government (% JE & A R BUF &I & 1<). PRC official sources do not provide

photos of him, so we have not been able to confirm that this is the same person (Fuzhou Government, July
24, 2014; September 3, 2021).

[6] On the “China dream,” see China Brief, March 28, 2013; April 25, 2013.

[7] In addition to the PRC consulate in New York, the PRC consulates general in San Francisco, Chicago, and
Houston all appear to organize similar events under the same “Bringing Consular Services into the Community”
initiative. The time frame for these events ranges from 2017 to 2024.

[8] Diamond, Larry and Schell, Orville. (2019). “China’s Influence & American Interests: Promoting
Constructive Vigilance.” The Hoover Institution Press. Available at: https://www.hoover.org/research/chinas-
influence-american-interests-promoting-constructive-vigilance

[9] Joske, Alex. (2020). “The party speaks for you: Foreign interference and the Chinese Communist Party’s united
front system.” Australian Strategic Policy Institute. Available at: https://www.aspi.org.au/report/party-speaks-you.
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Appendix
Table 1: List of Venues for Events organized by the PRC Consulate General in New York, 2024
Date & State City Address/ Entity Venue Type
Time
September 7 New Nashua 295 Daniel Webster Hwy Unknown
Hampshire
September 1 Vermont Burlington Zen Garden (f#1E) Chinese
restaurant
August 30 Maine Bangor Bangor Chinese School (F1 Association/
EE L) Organization
July 13 New York New York Jiayi Elderly Center (Z18& A Elderly
tul ) Center
May 26 Massachusetts Boston 152 Arlington St. Unknown
May 25 Massachusetts Boston Greater Boston Chinese Golden Elderly
Age Center (Il /R 4FEFER Center
)
May 18 New York New York 1727 Richmond Rd Unknown
(Staten
Island)
May 11 New York New York Orange County Chinese Association/
Association (OCCA) (15 Ef £ Organization
NVIES)
May 9 New York New York Fujian Association in USA (3 Association/
EEAE) Organization
May 8 New York New York San Kiang Charitable Association/
Association (AA=%E% Organization
Frr)
April 24 New York New York Chinatown East Broadway Mall Shopping
(BEAEHEREH) Mall
April 21 New Jersey Cedar Cedar Knolls Adult Medical Day Adult Medical
Knolls Center (FFA L) Day Center
April 20 New Jersey Metuchen Mandarin Academy of Metuchen School/
University
April 20 New York Buffalo The State University of New School/
York at Buffalo (41 29 372 X University
FWEFT IR
April 18 Pennsylvania Pittsburgh Szechuan Spice (& HEHZET) Chinese
restaurant
April 17 Ohio Cleveland St Clair Place (ZFE/AE) Senior

Apartment
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April 15

April 14

April 14

April 13

April 07

April 06

March 29

March 25

March 14

March 13

March 12

Ohio

Connecticut

Connecticut

Rhode Island

Massachusetts

Massachusetts

New York

Pennsylvania

New York

New York

New York

(Source: Author research)

Cincinnati

West
Hartford

Milford

Pawtucket

Boston

Boston

New York

Philadelph
ia

New York

New York

New York

Union Center Pavilion
Solomon Schechter Day School
Wudang Kungfu Academy

Rhode Island Association of
Chinese Americans (5 {& 5 £

ADEZFR)

Chinese Progressive
Association (3 37 £ A i1
E 37

Wong's Family Association in
Boston (& T B K RFES
Fim)

Health Essential Association
(EARRNZ)

Friends Senior Care Center
(BRI LRI REZ NN
fuly)

Songbai Building

(FATAK )

Da Pingguo Senior Center (;X
EREZEAHIL)

Da Diguo Adult Care Center (3%
R RE R 7% E AL A B [E A 5]
i)

Union Center
Pavilion

School/
University

Association/
Clubhouse

Association/
Clubhouse

Association/
Organization

Association/
Organization

Association/
Organization

Elderly
Center

Elderly
Center

Adult Day
Care Center
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Date

July 13
May 18

May 11

May 9

May 8

April
24

April
20

March
29

March
14

March
13

March
12

(Source: NYS Elected official District 2022, Accessed Sept 19)

Table 2: Locations of pop-up events in New York State, 2024

Venue

Jiayi Elderly Center (32143 A Huly)
1727 Richmond Rd, Staten Island

Orange County Chinese Association (OCCA) (5
EEADR)

Fujian Association in USA (EE@ERTE)

San Kiang Charitable Association (£ 29 =731 2%
= YN

Chinatown East Broadway Mall (& A ##1 14 7%R
%)

State University of New York at Buffalo (£ 239
M RKFERET D)

Health Essential Association (f£ A\ @R F <)

Songbai Buiding (FATAAE)

Da Pingguo Senior Center (KR E A Hly)

Da Diguo Adult Care Center

Congressional
District

10
11

18

10

10

26

11

10

10

Senate
District

17

24

42

16

27

27

61

17

27

22

16

Assembly
District

49
64

98

40

65

65

146

47

65

49

25


https://nysboe.maps.arcgis.com/apps/instant/lookup/index.html?appid=a500c61f585141b18a03d67c37e38218

